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Abstract: With the gradual igniting of industrial infinite communication technology and the 
gradual internationalization of development, it plays a pivotal role in the road of industrial 
automation. Industrial network anomalies have also become a topic of concern, and research on the 
identification of anomalous data in industrial networks is extremely important. However, most of 
the data that can be processed by the current industrial network data anomaly identification method 
is a single dimension, and data detection can only be performed on a single item to be measured, 
and the method of measuring the network data is huge. This method is extremely inconvenient. And 
can't measure more rigorously. In order to solve such problems, this paper finds a large number of 
documents, and through the comparative analysis of data, finds an abnormal recognition method 
that can detect data of multiple indicators to be tested, and improves the reliability and security of 
network data identification. 

1. Introduction 
As the development of network technology continues to grow, the possibility of network 

anomalies is increasing. Network exception handling is generally used in areas such as network 
security and network resource protection. Facing such a huge data resource of the network, it is 
extremely important to improve the security of data and maintain the normal operation of the 
network. Especially in the intelligent application of the network gradually applied to the industry, to 
promote the development of industry, the research on the abnormal data identification of industrial 
networks is urgent. 

In recent years, with the continuous research and research by researchers, research on network 
data anomaly recognition in terms of unlimited communication has been continuously developed. 
From 2017 Yi Shengwei, Zhang Yibin, Xie Feng [1], etc., in order to study the application of 
network security, using fuzzy test technology, based on Peach, the security analysis method of 
industrial control network protocol was proposed, and monitoring was found to be abnormal during 
the detection process. Analysis, the results of the analysis using the network security protocol 
confirmed its security. In 2017, Zhang Kaiyi, Chen Tieming, and Yan Chun [2] used the security 
detection of industrial control systems, the structure, vulnerability, and threat of industrial control 
systems in order to solve the threats of viruses and Trojans brought about by the development of 
Internet convergence. Four aspects of anomaly detection were studied, and suggestions on industrial 
network security protection were put forward. In 2017, Han Dantao, Zhao Yanling, Yan Xiaofeng [3] 
designed a special industrial network security isolator based on PROFINET to ensure the security of 
industrial control network, based on industrial communication network diagnosis, isolation and 
security protection technology, to achieve real-time monitoring of network status and PROFINET 
key data, blocking abnormal malformed messages, and preventing unauthorized access of 
unauthorized devices. The alarm information generated by the above situation will be sent to the 
configuration management platform in real time and alarm display. In 2018, Liu Wanjun, Qin Jizhen, 
Qu Haicheng [4] used the detection method of industrial control network intrusion detection method 
to solve the problem of internal abnormal point and outlier point in order to solve the problem of 
single class support vector machine intrusion detection, through DBSCAN algorithm and K-means 
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method. And OCSVM anomaly intrusion algorithm, designed to use the combined classifier to 
detect industrial network intrusion without abnormal data samples, improve the detection effect. In 
2018, Xu Guozhong [5] in order to solve the network security risks caused by the lagging operating 
environment and difficult implementation of industrial systems, using network data traffic anomaly 
monitoring and deploying virtual gateways to generate alarms, the status of network information 
security in industrial control systems Analyze and propose a safe and reliable network operation 
reinforcement scheme. In 2018, Zhu Jianjun, An Panfeng, Wan Ming [6] in order to solve the 
complexity of industrial control network environment and the speciality of intrusion detection 
requirements, using deep analytical anomaly behavior, using rough set theory to simplify detection 
features, using support vector machine Algorithm classification, combined with adaptive genetic 
algorithm for model optimization, results in an intrusion detection method that can reduce the 
complexity and detection time of the intrusion detection model and improve the detection rate. In 
2018, Zhao Cheng, Fang Jianhui, Yao Minghai [7] proposed a multi-feature space weighted 
combined SVM classification detection algorithm to detect APT attack anomalous session flow in 
order to solve the network security problem of advanced persistent threats, using deep stream 
detection technology. The detection accuracy is higher, the false alarm rate is lower, and the safety 
efficiency is improved. In addition, Su Chunlei and others have also conducted research on this 
[8-10]. 

Industrial control research based on wireless communication has also been gradually expanded. 
In 2017, Han Cunwu, Chang Shurui, Qi Qi et al. [11] studied wireless and wireless network 
re-modeling, control time-delay power and rate control models for wireless communication 
networks. A method of optimal tracking of communication network power and rate. In 2018, Lu 
Wei [12] proposed a reliability confidence interval prediction algorithm for wireless communication 
links based on wavelet neural network and fuzzy control theory in order to study the nonlinear 
prediction and non-stationary random characteristics of wireless links. The link reliability control 
algorithm improves the stability and reliability of the link quality. In 2018, Xue Xue, Wang Jianping, 
Sun Wei [13] in order to explore a method for quality control of cross-layer protocol of wireless 
sensor network protocol stack in micro-grid data transmission, mathematical modeling, based on the 
concept of fuzzy cognitive map The quality has made a fuzzy control method, which enables the 
micro-grid data communication of the wireless sensor network to provide effective QoS guarantee. 
In 2018, Zheng Dongliang, Li Shichao, Zhang Liting and others [14] in order to study the 
application of remote monitoring in the industrial field, based on WIA-PA industrial wireless 
technology development platform, real-time detection of oil well data, greatly improving the 
production efficiency of oil fields and Management level. In addition, Zheng Dongliang, Zhang 
Liting, Li Shichao and others have also conducted in-depth research on industrial wireless 
communication [15-19]. 

In order to study the anomaly data identification method of industrial control network based on 
wireless communication, this paper studies the abnormal data identification from three methods: 
anomaly detection method based on probabilistic PCA model, anomaly detection method based on 
VB inference and anomaly detection method based on wavelet transform. [20-22]. Through 
comparative analysis, it is concluded that the PPCA model has a higher detection rate for abnormal 
data and a lower false positive rate, which greatly improves the reliability and stability of network 
operation [23-25]. 

2. Method 
2.1. Anomaly Detection Method based on Probabilistic PCA Model. 

Probabilistic PCA models are used to improve the performance of PCA processing random data 
sources. 

Let the number of flow OD pairs be P, and the number of flow sampling points in the detection 
time window be n, then the observation model of the network flow signal is 
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Where: M npr ×)(  is the observed signal matrix of the flow, r is the rank, the magnitude of the 
flow must be normalized and zero-centered and then input into the matrix; E np×  is the observed 
noise matrix caused by the random burst, in order to satisfy the computational complexity The 
demand for real-time detection uses a Gaussian distribution with a mean of 0 and a variance of ω -1  
to approximate random burst traffic. Therefore, the PPCA model of the network traffic signal is 

),(),,,,( 1' IIXALNrXLADf np⊗= −ωω                        (2) 

Where: XAL '  is the economic singular value decomposition of M npr ×)( , RA rp×∈  and 

RX rn×∈  are both the western matrix; I p  and I n  are the identity matrix; L is the diagonal 
matrix composed of non-zero singular values, is 
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2.2. Anomaly Detection Method Using VB Inference. 
The rank of the PPCA model reflects the total amount of principal components. The attack traffic 

on the network has a tendency to increase the rank, while the random burst traffic tends to make the 
rank distribution tend to be smooth. The basis of this conclusion lies in the following two points: 1. 
The total principal component of the flow consists of several normal principal components with 
periodic stability and several abnormal principal components that suddenly appear. The number of 
abnormal principal components will be caused by the occurrence of attack flow. The increase, while 
the normal principal component has not changed, so the total number of principal components will 
increase, and because the rank reflects the total amount of principal components, the attack flow has 
a tendency to increase the rank; 2. According to formula (2) The random burst traffic can be 
regarded as the sum of the Gaussian part and the non-Gaussian part. The Gaussian part does not 
affect the rank distribution because it has been included in the PPCA model, and the non-Gaussian 
part has the influence on the rank distribution because there is no prior information. This will have a 
flattening effect on the rank distribution function. Based on the above two reasons, random burst 
traffic smoothes the rank distribution. To design a detection algorithm based on this principle, it is 
necessary to infer the rank of the PPCA model. In the Bayesian inference system, the EM and MAP 
methods based on the maximum likelihood principle use the rank of the model as the a priori 
information when solving the inference problem of the PPCA model, so it does not have the ability 
to infer the rank; it has developed in recent years. The variational Bayesian (VB) theory, although 
computationally large, not only can infer the rank of the model, but also can obtain the distribution 
function of the rank. Therefore, this paper uses the VB algorithm as the inference algorithm for the 
rank of the PPCA model. 

According to the Bayesian formula, the posterior distribution of r can be expressed as 
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Approximate by the knot inequality, there is 
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Where: KL(·|·) is the KullBack-Leibler(KL) deviation of two distributions; f~  is the optimal 
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approximation of the distribution f. 

2.3. Anomaly Detection Method based on Wavelet Transform. 
The wavelet transform method can provide a time-frequency window that changes with 

frequency, so that the frequency is automatically widened at low frequencies and automatically 
narrowed at high frequencies. Because the wavelet transform can convert the data signal to different 
frequency bands, the slow change of the data signal can be reflected by the low frequency, and the 
instantaneous change of the data signal can be reflected by the high frequency. After relevant 
research, ian superimposes a small interference signal on a common waveform. After wavelet 
transform, the signal at the interference will be abrupt, and the amplitude of the signal will be much 
higher than normal. In this way, the wavelet transform analysis technique can be used to find related 
mutation points (singular points). Therefore, in the field of traffic anomaly detection, using the 
resolution characteristics of wavelet variation, the nonlinear network traffic sequence is converted 
into a network traffic subsequence of different frequency bands, and then the spectrum energy 
variation of the signal can be found to be abnormal in the network. Traffic, and thus the specific 
location where traffic anomalies occur. 

3. Data Sources 
Establish a network simulation environment, collect the value of the MIB variable 

ipForwDatagrams of a random router in the network, assuming the observation value is { Z i }, 
where i=1, 2, ..., 1830, the sampling interval is 1 second, at time At 1800, a server near the router 
crashed and did not work at all. Perform anomaly detection, calculate the anomaly detection statistic 
λ of each point in the sequence, and obtain a statistic sequence {λ}, where { }λ+  and { }λ -  are 
respectively a sequence of positive and negative values in { }λ , respectively, and their numbers are 
respectively m and n,σ +  and σ -  respectively represent their standard deviation, is 
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Now define the allowable range of the statistic. If the average is λ  and the standard deviation is 
σ, then the allowable range of the statistic, that is, the interval where the statistic is normal, is: 
[ ]σλσλ --- 33- ++， , which is the abnormal point. Based on this, the allowable range of the 
ipForw-Daragrams statistic is: [-1, 32, 3, 11]. From this, we can get the abnormal point in { }Z i , and 
detect the moral abnormality by GLR detection method. 

4. Results and Discussion 
This paper is based on PPCA model and VB rank inference algorithm to detect the detection rate 

of these two algorithms under a variety of strong attacks. The normalized ratio of the average attack 
traffic transmission rate to the link maximum bandwidth during attack strength. The false positive 
rate is the ratio of false positive samples to the total number of alarms. As shown in Figure 1, the 
difference between the false positive rate and the attack strength of the two algorithms is observed. 
The algorithm based on the PPCA model effectively reduces the false positive rate. As the attack 
strength increases, the false alarm rate decreases significantly, and the average rate of decline 
reaches about 32%, which can effectively suppress false positives. 
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Figure 1.  Comparison of false positive rates between two simulation algorithms 

The detection rate is the ratio of the number of correctly detected attack samples to the total 
number of attacks. The curve of the detection rate of the two algorithms as a function of attack 
intensity is shown in Fig. 2. Obviously, with the increase of attack intensity, the detection algorithm 
based on PCA model and the detection algorithm based on PPCA model have obvious improvement 
in detection rate, and the improvement rate of the two is similar, so the performance is close. The 
main reasons for the weak detection rate are: 

The distributed nature of the attack. Since Stuxnet is a distributed attack, the detection of 
distributed attacks depends on the degree of aggregation of the attack traffic of each branch by the 
detection algorithm. Therefore, the detection rate of the algorithm with high degree of aggregation 
is high. The detection rate of this paper is the same as that of the principal component analysis 
anomaly detection algorithm, which indicates that the algorithm can not effectively improve the 
detection rate while significantly reducing the false alarm rate. 

The impact characteristics of industrial network services. Industrial networks often have 
impulsive background traffic, that is, in a very short time, the traffic is aggregated from each branch 
node to the control center node or the data center node. At this time, the main component of the 
background traffic will increase sharply and then decrease sharply, showing impact. Features. The 
detection algorithm cannot separate the attack traffic from the impact background during the 
generation of the impact background traffic, so the detection rate is not increased. 

 
Figure 2.  Comparison of detection rates between the two algorithms 

The ROC curve is used to reflect the performance of the algorithm. Due to the performance 
limitations of the device, only test samples with sensitivity around 0%-80% can be obtained. It can 
be seen from the ROC curve of some samples that the algorithm based on the PPCA model has a 
larger area, so its performance is significantly better than PCA. Model algorithm. In this paper, the 
detection algorithm based on PPCA model and its rank inference is effective in reducing the false 
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positive rate. 

5. Conclusion 
With the increasing use of network development, the use of the network has become more and 

more popular, the network scale has been continuously expanded, various new network 
technologies have emerged, and network equipment has become more diverse. Today, with the rapid 
development of the network, the rapid development of the network has also brought about an 
increase in the opportunities for problems in the network. It is more difficult to find the root cause 
of the problem, and the problems will be further spread and other issues. In order to solve these 
problems and maintain and maintain the normal operation of the network, what we need to do is to 
strengthen the management of the network. The current management of the network mainly 
prompts the network from false alarms. When a certain performance parameter or traffic of the 
network is abnormal, a crisis prompt appears, and the user is advised to close the unsafe website or 
page. When the network performance or traffic is abnormal, in order to detect the abnormality as 
soon as possible, the abnormal phenomenon is detected in time, and the abnormality needs to be 
continuously detected in real time. Therefore, the detection and diagnosis of the network 
abnormality is very necessary. The abnormal data identification based on wireless communication 
in this paper is for the industrial network, detecting the data of the wireless network, and 
discovering and repairing the abnormal data to maintain the normal operation of the network and 
ensure the reliability and stability of the network. 
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